Identification and Exploitation of Inadvertent Spectral Artifacts in Digital Audio by Donnangelo, N. C. et al.
Journal of Digital Forensics, 
Security and Law 
Volume 10 Number 3 Article 2 
2015 
Identification and Exploitation of Inadvertent Spectral Artifacts in 
Digital Audio 
N. C. Donnangelo 
The MITRE Corporation 
W. S. Kuklinski 
The MITRE Corporation 
R. Szabo 
The MITRE Corporation 
R. A. Coury 
The MITRE Corporation 
G. R. Hamshar 
The MITRE Corporation 
Follow this and additional works at: https://commons.erau.edu/jdfsl 
 Part of the Computer Engineering Commons, Computer Law Commons, Electrical and Computer 
Engineering Commons, Forensic Science and Technology Commons, and the Information Security 
Commons 
Recommended Citation 
Donnangelo, N. C.; Kuklinski, W. S.; Szabo, R.; Coury, R. A.; and Hamshar, G. R. (2015) "Identification and 
Exploitation of Inadvertent Spectral Artifacts in Digital Audio," Journal of Digital Forensics, Security and 
Law: Vol. 10 : No. 3 , Article 2. 
DOI: https://doi.org/10.15394/jdfsl.2015.1204 
Available at: https://commons.erau.edu/jdfsl/vol10/iss3/2 
This Article is brought to you for free and open access by 
the Journals at Scholarly Commons. It has been 
accepted for inclusion in Journal of Digital Forensics, 
Security and Law by an authorized administrator of 
Scholarly Commons. For more information, please 
contact commons@erau.edu. 
(c)ADFSL 
Identifica
© 2015 A
ID
IN
We show
are coupl
These sp
audiovisu
audio file
collected 
detection
thousand
demonstr
based on
compared
camcorde
with ima
Keywor
uniformit
Previous 
numerou
identifica
nonhomo
coupled 
multiple 
digital i
Uniformi
digital v
digital 
compress
and forg
robust a
plane is s
tion and Ex
DFSL 
ENTI
ADVE
N. C. Donn
 that modu
ed into the 
ectral featu
al post proc
s, including
under con
 (Pd) appro
s of similar
ate an aver
 compariso
 to a refere
rs, with a P
ge plane-bas
ds: camcor
y 
 INTRO
research 
s approach
tion, 
geneous d
devices d
images [1], 
mages [2].
ty (PRNU) 
ideo [3]. 
post proce
ion, have b
ery detecti
nd useful, 
usceptible t
ploitation o
FICAT
RTEN
angelo , W.
lation produ
recorded au
res, left la
essing, can 
 the make a
trolled labo
aching 0.95
 recordings,
age Pd of ab
n of audio 
nce library 
fa of 0.06. T
ed techniqu
der identifi
DUCT
efforts ha
es for for
including 
ark curren
etected b
and similar 
 Photo R
has also b
Techniques 
ssing, such
een reporte
on [4]. Wh
exploitation 
o the delete
f Inadverten
ION 
T SPE
DIGIT
 S. Kuklinsk
The M
Bedfo
A
cts from lo
dio track, c
rgely intac
encode cha
nd model. 
ratory con
 for identi
 with a pro
out 0.93 for
spectral fe
of spectral 
he method 
es such as th
cation, aud
ION 
ve develop
ensic cam
exploit
ts in cha
y integrat
approaches 
esponse N
een applied 
that expl
 as MPE
d for tam
ile PRNU 
of the ima
rious effects
t Spectral A
AND E
CTRA
AL AU
i, R. Szabo,
ITRE Corp
rd, MA 0173
BSTRAC
cal oscillato
reating narr
t by transc
racteristics o
Using data 
ditions we 
fication of 
bability of 
 correct ass
atures extra
features ca
described ca
ose based u
io forensics
ed 
era 
ing 
rge 
ing 
for 
on-
to 
oit 
G 
per 
is 
ge 
 of 
comp
post 
that 
remo
[5–9].
are s
patte
the u
(i.e., 
ident
classi
ident
In
techn
mode
rtifacts…
XPLO
L AR
DIO
 R. A. Cou
oration 
0-1420 
T  
rs in a vari
ow band ti
oding, com
f specific ca
sets both do
demonstrat
a specific c
false alarm
ociation of 
cted from 
ptured from
n be used in
pon Photo 
, digital fo
ression, tra
processing,
lower PRN
ve content d
 Some tool
pecifically 
rns without
nderlying im
non-image 
ification wo
fication b
ification tec
 this pap
ique to id
l by matc
ITAT
TIFA
ry and G. 
ety of comm
me invarian
pression an
mcorders u
wnloaded f
e an avera
amcorder i
 (Pfa) of ab
make and m
random Yo
 known ma
dependentl
Response No
rensics, pho
nscoding, a
such as cro
U estimat
etails that 
s available 
designed to
 having a n
age quality
plane) mea
uld supple
y PRNU-
hniques.  
er we in
entify cam
hing audio 
JDFSL 
 P
ION O
CTS IN
R. Hamsha
ercial cam
t spectral fe
d other fo
sed to captu
rom YouTu
ge probabi
n a popula
out 0.11. W
odel of cam
uTube dow
kes and mo
y or synergi
n-Uniformi
to respons
nd other fo
pping or ro
ion accurac
carry PRNU
as free dow
 alter the 
egative imp
. An indep
sure of cam
ment or c
based cam
troduce a 
corder mak
spectral a
V10N3 
age 35 
F 
 
r 
corders 
atures.   
rms of 
re the 
be and 
lity of 
tion of 
e also 
corder 
nloads 
dels of 
stically 
ty.    
e non-
rms of 
tating, 
y and 
 noise 
nloads 
PRNU 
act on 
endent 
corder 
onfirm 
corder 
novel 
e and 
rtifacts 
This work is licensed under a Creative Commons Attribution 4.0 International License.
JDFSL V1
Page 36  
produced 
internal 
inadverten
track as 
examine th
to these s
assess the 
perform fo
model of c
audio file 
with a spec
 
Over the l
cost, hig
devices, co
disseminat
revolutioni
communica
the magnit
that 72 
YouTube e
 
Figure 1. Cir
 
 
     
0N3 
by the o
electronic 
tly coupled 
a device-
e physical m
pectral arti
feasibility o
rensic identi
amcorder us
or to link 
ific audio fi
BACK
ast decade 
h-resolution
mbined wi
ion over 
zed the wa
te with oth
ude of this 
hours of v
very minut
cuit Boards fro
Id
peration o
circuits 
into the cam
specific sig
echanism t
facts in th
f using thes
fication of t
ed to record
a particula
le. 
GROU
the prolifer
 audio-vid
th the eas
the int
y we docum
ers. Few hav
trend: estim
ideo are 
e, and in 20
m the Aiptek 
entification 
f camcorde
that ar
corder audi
nature. W
hat gives ris
e audio an
e features t
he make an
 the subjec
r camcorde
ND 
ation of low
eo captur
e of digita
ernet, ha
ent life an
e recognize
ates indicat
uploaded t
11 YouTub
A-HD 720p, fr
   
and Exploit
r 
e 
o 
e 
e 
d 
o 
d 
t 
r 
-
e 
l 
s 
d 
d 
e 
o 
e 
had m
views 
Unfortu
media 
harmfu
Doz
comme
popula
Panaso
These c
of thou
camcor
implem
For ex
Aiptek
16:9 as
second 
Fig
HD 720
oscillat
MHz, a
ont (left), back
             
ation of Ina
ore than 1
for every 
nately cri
to promo
l activities s
ens of 
rcially av
r models in
nic, Samsu
ameras ran
sands of d
ders incor
ents numer
ample, the
 A-HD 720p
pect ratio) 
with H.264 
ure 1 conta
p circuitry.
ors which o
nd 27.0 MH
 (right), Show
dvertent Sp
 
 trillion v
person o
minals em
te nefario
uch as child
different c
ailable w
cluding Son
ng, Aiptek
ge in price f
ollars. How
porate dig
ous signal-
 low-cost, 
 captures H
video clips 
video comp
ins images 
 There are t
perate at 3
z, respectiv
ing Local Osci
ectral Artifa
 © 2015 AD
iews, about
n Earth
ploy the 
us and d
 exploitatio
amcorders 
orldwide, 
y, Canon, 
, and Viv
rom tens to
ever, all mo
ital logic 
processing s
consumer-g
D (1280 x 7
at 30 frame
ression.  
of the Aipte
hree visible 
2.768 kHz,
ely. 
llators 
 
cts… 
FSL 
 140 
[10]. 
same 
eeply 
n.  
are 
with 
JVC, 
itar. 
 tens 
dern 
that 
teps. 
rade 
20 ‒ 
s per 
k A-
local 
 14.3 
 
This work is licensed under a Creative Commons Attribution 4.0 International License.
Identification and Exploitation of Inadvertent Spectral Artifacts… JDFSL V10N3 
© 2015 ADFSL   Page 37 
These local oscillators are down converted 
into a plurality of frequencies that control all 
the functional aspects of the camcorder. For 
example, the 32.728 kHz clock provides a 
reference that likely serves as a real-time clock 
in standby mode to run the logic that 
initializes the camcorder electronics when a 
user switches from “standby” to “on.” The 14.3 
MHz oscillator is probably used for 
communication between the Ambarella video 
processing chip, used in this Aiptek device, and 
flash memory [11, 12]. The 27 MHz local 
oscillator probably controls numerous and 
diverse video timing functions in the 
camcorder, from luminance sampling (13.5 
MHz) to PAL sub-carrier frequency (6.25 Hz) 
[13].  
These oscillators and associated circuitry 
are highly integrated packages. The drive 
toward miniaturization and cost containment 
often conflicts with electronic design practices, 
including the reduced use of shielding to 
diminish electronic cross talk. The absence or 
reduced level of inter-substrate shielding can 
give rise to weak but measurable spectral 
artifacts as modulation products of various 
clocks are aliased onto recorded audio. It is 
important to note that these “self-noise” 
spectral artifacts do not degrade the 
performance of any camcorder in a 
commercially relevant way, because in any 
normal circumstances the electronically 
coupled audio spectral features fall well below 
the audible noise level or lie outside the 
audible frequency range. However, long 
integration makes it possible to extract and 
exploit these temporally invariant spectral 
features.  Because these features are related to 
both the physical layout of the circuit board 
and characteristics of component choices, we 
conjecture the observed spectral artifacts are 
essentially watermarks characteristic of a given 
make and model of audio-visual recording 
device. Given these artifacts are internally 
generated and time invariant they are 
essentially independent of the actual recorded 
audio signal and the specific microphone used 
on a given camcorder. 
To evaluate this hypothesis, we captured 
audio clips from a variety of prosumer- and 
consumer-grade camcorders, stripped the audio 
from the video files using AVSVideo Converter 
6, and saved the associated audio in .wav file 
format [14]. We subjected the resulting audio 
files to spectral analysis using a short-time 
Fourier transform, generally integrated for 10 
to 30 seconds, with a 0.1 second overlap. The 
resulting spectrograms clearly show 
narrowband time-invariant artifacts at tens to 
hundreds of discrete frequencies (see Figure 2 
as an exemplar). We then applied a peak-
picking algorithm to the spectrogram and 
frequency bands and declared detections in 20 
percent or more of the spectrograms as 
persistent bands. 
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Table 1 
Camcorders Evaluated for Self-Excitation Audio Artifacts 
Make Model Manufacturer serial # 
Label 
# 
Tests
-isolation 
Tests-
Sound 
Aiptek HSHD-v2t6 bru80006331 7 11 0 
Aiptek HSHD-v2t6 bru80002943 8 11 0 
Aiptek HD1PRO-z5x2 bod70009675 9 11 0 
Canon Vixia HFR300 522464108369 10 10 0 
Canon Vixia HFR300 522444111360 11 10 0 
Canon Vixia HFR300 522474110541 12 10 0 
Samsung hmx-q20 A23ecn0c3000t1 13 10 0 
Samsung hmx-q20 a23ecn0c30006B 14 10 0 
Samsung hmx-q20 a23ecn0c30002w 15 10 0 
Panasonic HCV500 e2tw00232 16 0 0 
Panasonic HCV500 b2hg00718 17 0 0 
JVC GYHM100U 155v6179 18 21 9 
Panasonic HMC40P K9HK00076 19 18 8 
Panasonic HMC40P GOHK00238 20 20 7 
Sony SR15E 1520221 21 13 9 
Sony SR15E 1521505 22 12 9 
Sony FX7 10005146 23 14 4 
Sony HVRHD1000 242902 24 11 0 
Sony HC62 130052 26 2 4 
 
Having demonstrated the existence of self-
excitation spectral features in all captured 
digital audio segments, we undertook a more 
systematic survey of the different camcorders 
to (1) minimize any environmental influences 
in obtaining a catalogue of self-excitation noise 
artifacts for different makes and models of 
equipment, (2) determine the stability and 
reproducibility of those features over time, and 
(3) attempt classification based only on 
recovered self-excitation features.  
The spectral artifacts we observe are 
generally narrow band and temporally 
invariant at frequencies ranging from hertz to 
several kilohertz.  While very few pure tones 
are found in environmental background to 
minimize any chance for environmental 
influence we constructed an acoustic isolation 
chamber to host controlled measurements. The 
chamber, shown in Figure 3, consists of a one-
meter cubic sheet steel enclosure with welded 
seams completely lined on the inside with 
melamine foam composite sound-absorbing 
material.  The front lid, also lined with sound-
absorbing foam, is firmly sealed by four latches 
[16]. In operation, the enclosure is grounded 
through a lug and wire to the laboratory 
ground bus bar. Further electromagnetic 
isolation is achieved by turning off all power to 
the lights, HVAC, and outlets in the RF screen 
room where the tests took place. The enclosure 
was not lined with Mu Metal and was not 
intended to completely eliminate low-frequency 
mains coupling. Multiple tests over a span of 
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secondary components in the camcorder bill of 
material over time could alter the mutual 
coupling and cross talk by shifting some 
frequency lines while attenuating or amplifying 
others.  
We augmented the data set described 
earlier with additional recordings known or 
believed to come from the same exact device. 
We collected some of the same-device 
recordings from in-house devices and harvested 
others from YouTube. To find same-camera 
recordings, we looked for multiple YouTube 
recordings from the same uploader where the 
recordings were identified as having come from 
the same device (e.g., “Here’s another test 
recording from my new Sony FX7”). Table 4 
lists the same-camera recordings used for this 
part of the analysis. 
Table 4 
Data Sets Used in Same Camcorder Classification Analysis 
Make Model 
Number of In-
house Recordings 
Used 
Number of 
YouTube Recordings 
Used 
Canon Vixia_HF_R300_12 3 0 
Canon Vixia_HF_R300_12 3 0 
Canon Vixia_HF_R300_12 3 0 
Canon Vixia_HF_R300_12 0 2 
Samsung Hmx-q20 5 0 
Samsung Hmx-q20 5 0 
Samsung Hmx-q20 5 0 
Sony nexVg20 0 2 
Panasonic HMC40P 2 0 
Panasonic HMC40P 2 0 
JVC HM440 0 3 
Sony Hdrcx190 0 2 
Panasonic HCV700 0 3 
JVC GYHM100 4 0 
Sony FX7 4 0 
Aiptek A-HD 4 0 
Aiptek A-HD 3 0 
 
Feature extraction, selection, and 
classification began with the identification of 
persistent bands, as discussed previously. In 
this case, however, the primary feature we 
used was a correlation measure to determine 
whether these two recordings came from the 
same camera. For each possible pair of 
recordings, we created a vector of binary 
values Vi, of length equal to the number of 
bands in the spectrogram. We assigned an 
entry in Vi the value 1 if the corresponding 
band was occupied and a value of 0 if it was 
unoccupied. We calculated three quantities: 
iiii VVS •=∑, , jiji VVS •=∑, , and 
jjjj VVS •=∑, . 
jiS ,  and ),min( ,, jjii SS  were used as 
features. The analysis used a three-layer 
perceptron as described previously, where the 
two hypotheses were “same camera” and 
“different camera.” We generated statistics 
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